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Understanding

Hackers anad
Motives

Stealing passwords or personal
information

Gaining remote access to a server
or an operating system

Logging in locally and stealing data
Changing a website’s content

Gaining access to the contents of a
database (perhaps one that
contains passwords or credit card
information)

Surreptitiously analyzing network
traffic

Installing software designed to
cause harm or steal data

Creafing a condition in which @
computer or network no longer
works well

Modifying existing software so that it
no longer performs as it should or so
that it secretly does harmful things in
addition to its usual activity



The Value
of Data

Data as a driver
of business
decisions

Intellectual

property
Trademarks
Copyright
Patents

Digital products




Understanding Security Threats
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Confidentiality Concerns

Snooping
Eavesdropping
Wiretapping

vV v v Vv

Social Engineering
» Phishing

» Shoulder surfing
» Dumpsterdiving




Integrity Concerns

» Man-in-the-middle
attack

» Replay attack

» Impersonation

» Unauthorized
information alteration




Availability Concerns

» Denyingservice

» Hardware concerns
» Hardware damage

» Hardware theft




Software-Based Security Threats

OS and Application Exploits
Viruses

Worms

Trojan horses

Adware

Spyware

Ransomware

Rootkits

Backdoors

Spam
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Password cracking




Understanding Access Control

» Triple A:
» Authentication
» Authorization
» Accounting
>

(and non-
repudiation)

Ihis Photo by Unknow nauthor is licensed under CC BY.


https://www.flickr.com/photos/identicard/4305911075
https://creativecommons.org/licenses/by/3.0/

Authentication

» Validatesidentity
» Typesof authentication

» Single-factor

» Multifactor
» One-time password
> e | ISSUE DATE C
» Smart card or ' . 0cnen1988 3
I
» Location-specific e s

. . HONOLULU, HI 96820
» Biometrics

» Single sign-on (SSO)



Authorization

» Determines what users
can do

» Mandatory access
control

» Discretionary access
control

» Role-based access
conftrol

» Rule-based access
conftrol

RESTRICTED
AREA

AUTHORIZED
PERSONNEL
ONLY




» Recordswho does what
» OS and application logs

» Web browser history




» Explain the value of data
and information

» Data and information
as assets

Summarize confidentiality, integrity, and availability concems

C h O p Te r > |mporTonce Of inV éSTing> Confidentiality concems

in security
9 [ ] > Snooping

° > RelOTIOHShlp Of dOTO TO S Eavesdropping

creating information .
> W iretapping

S e C U ri '|'y » Intellectual property > Socidlengineering

» Trademarks »  Dumpsterdiving
> Integrity concems

Conce o TS > Copyright R

» Patents »  Replay attack

> Impersonation

I' I » Digital products o ,
> U naut horized information alteration
>

Data-driven business > Availability concems

Th re O -|-S deCISlonS > Denial of service
» Data capture and » Poweroutage
collection »  Hardware failure
Data correlation > Destruction
. > Service out age
Meaningful

reporting




» Compare and contrast
authentication,

C h O pTe r authorization,

accounting, and non-

H H ut horization
9 R repudiation concepts > A -
. » Authentication > Leost piivilege model
L] > Slﬂg|e fOCTOI’ > Role-based user access
e C U rI y » Useraccount types
> M UH |fO CTOI’ > Rule-based user access
C O n Ce p.l.s > EXOmp|eS Of > M andat ory access controls
fOCTOI’S > Discretionary access controls
> Accounting
O n d » Password b los
» Pl N > Tracking

> W eb brow ser history

Th re O TS » One-time L Nemrepudation

password b video

> Biometrics

)
(con’t) > Software >

> Receipt

» Hardware
token

» Biometrics

» Specific
location

» Security
questions
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